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 6 âöÚóÅâ  2558  
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Course  Outline  

ÁIntroduction ĀÚñÚČóìæòÂëúÖä 
ÁInstalling FTK Imager ÂóäÖõÕÖòĈÈ āÜäĀÂäâ FTK Imager 
ÁAbout the Course ÿÂöćãèÂòÛìæòÂëúÖä 
ÁExercise ï Previewing Hard Drive Þ÷ÂÜÏõÛòÖõÂóäÕúÃ­îâúæ 
ÁHigh lights from the 2011 Global Economic Crime Survey Öòèîã¬óÈÿìÖùÂóäÔ°ØöćÿÂõÕÃ÷ĈÚ 
ÁExercise ï Creating Forensic Image Þ÷ÂÜÏõÛòÖõÂóäØČó Forensic Image 

ÁWhat is Computer Forensics? Computer Forensics Åøîîñăä 
ÁExercise ï Creating Custom Content Forensic Image Þ÷ÂÜÏõÛòÖõÂóäØČó Forensic Image      

   ĀÛÛÿæøîÂÿÊßóñë¬èÚØöćëÚĂÉ 
ÁSources of EvidenceĀìæ¬ÈØöćâóÃîÈìæòÂÑóÚ  
ÁExercise ï Creating Custom Content Forensic  Image Þ÷ÂÜÏõÛòÖõÂóäØČó Forensic Image    

  ĀÛÛÿæøîÂÿÊßóñë¬èÚØöćëÚĂÉ 

ÁWhy is Computer Forensics Important to your Organization? ØČóăâÂóäØČó Computer      

  Forensics ÉöÈâö  ÅèóâëČóÅòÎÖ¬îîÈÅ°ÂäÃîÈÅùÔ 
ÁMounting a Forensic Image ÂóäÕúÃ­îâúæ Forensic Image ĂÚäúÜĀÛÛÿëâøîÚÉäõÈ 
ÁThe Four Principles of Computer Based ìæòÂÂóäĂÚÂóäìóìæòÂÑóÚ ØóÈ Computer  
ÁExercise - Mounting a forensic Image Þ÷ÂÜÏõÛòÖõÂóäÕúÃ­îâúæ Forensic Image ĂÚäúÜĀÛÛÿëâøîÚÉäõÈ 

ÁThe Forensic Image ÂóäÅòÕæîÂÃ­îâúæ 
ÁMemory Capture ÂóäÿÂĆÛÃ­îâúæÉóÂ Ram ìäøîìÚ¬èãÅèóâ  
ÁCloned Drives ÂóäāÅæÚÚõćÈïóä°ÕÕöëÂ° 
ÁExercise 5.0 ï Capturing RAM Memory Þ÷ÂÜÏõÛòÖõÂóäÿÂĆÛÃ­îâúæÉóÂ Ram ìäøîìÚ¬èãÅèóâÉČó  
ÁThe Four Levels of Computer Data äñÕòÛÃîÈÃ­îâúæ 
Á Analyzing  Memory Files èõÿÅäóñì°ìÚ¬èãÅèóâÉČó 

ÁThe Unallocated SpaceßøćÚØöćè¬óÈĂÚïóä°ÕÕöëÂ° 
ÁExercise 6.0 ï Analyzing Memory File Þ÷ÂÜÏõÛòÖÂóäèõÿÅäóì°ìÚ¬èãÅèóâÉČó 

ÁTypes of Data ËÚõÕÃîÈÃ­îâúæ 
ÁIncident Response ÂóääòÛâøîÂòÛÿìÖùÂóäÔ°Øöćăâ¬ÅóÕÅõÕ 
ÁHash ValuesÂóäØČóæóãÚõĈèâøîĂì­ÂòÛÃ­îâúæ 
ÁResponding to Incidents ÂóäÜÏõÛòÖõÿâøćîÿÂõÕÿìÖù 
ÁDates and TimesèòÚĀæñÿèæó 
ÁIncident Response Plan ĀÝÚÂóääòÛâøîÂòÛÿìÖùÂóäÔ°Øöćăâ¬ÅóÕÅõÕ 
ÁPreviewing Computer verses Forensic Image ÂóäÿÜäöãÛÿØöãÛäñìè¬óÈÂóäÕúÃ­îâúæĀÛÛÜÂÖõÂòÛĀÛÛ     

  Computer Forensics 
ÁFTK Imager āÜäĀÂäâ FTK Imager 
ÁDemonstration of the functionality of AccessData  forensic software, FTK 
   ÂóäëóÙõÖÂóäĂË­ÈóÚāÜäĀÂäâ FTK 
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��         ҾҭңҴҲҬӋҴҭҥҳҜӁ̓ҥ  

 ҭҧҳ҃ҬһҗҥүҜҥңӁқ҃ҴҥҙӋҴ҆ҩҴңҾ҄ӥҴӁҊӁқҭҧҳ҃ҒҴқҙҴ҉ҖҶҊҶҗүҧ ҥҲҤҲҾҩҧҴ  1 ҩҳқ  ҬӋҴҭҥҳҜҠқҳ҃҉Ҵқ 
IT Ӂқ҃ҴҥҊҳҖ҃Ҵҥ҃ҳҜҢҳҤ҆Һ҃҆ҴңҖӥҴқ҆ҩҴңҝҧүҖҢҳҤӁқӀҧ҃ӂҍҾҜүҥӨ   ӀҖҤҭҧҳ҃ҬһҗҥҊҲүҚҶҜҴҤ
҆ҩҴңҭңҴҤ҄ү҉ Computer Forensics ҿҧҲҾҙ̓ қҶ̓ҾҜҹӇү҉җӥқҬӋҴҭҥҳҜҞһӥҙҷӆҾ҃ҷӆҤҩ҄ ӥү҉҃ҳҜ҃ ҴҥҙӋҴ 
Computer Forensics ҞһӥҾ҄ӥҴҥҳҜ҃ҴҥҟҸ҃үҜҥңҊҲӂҖӥҾҥҷҤқҥһӥҩҶҚҷ҃ҴҥҾҜҹӇү҉җӥқҗӤү҃ҴҥҗүҜҬқү҉җӤүҢҳҤ
Һ҃̓̓ҴңҙҴ҉ӂҍҾҜүҥӨҿҧҲҩҷҚҷ҃ҴҥҾ҃ӅҜҥҳ҃ҫҴ҄ ӥүңһҧүҶҾҧӅ҃ҙҥүқҶ҃ҬӨ ӀҖҤӁҌӥҾ̓ҥҹӆү҉ңҹүҿҧҲҩҶҚҷ҃ҴҥҙҴ҉ҖӥҴқ 

Computer Forensics  

 

��          ҩҳҗҘҺҝҥҲҬ҉҆Ө  

ҾҠҹӆүүҚҶҜҴҤ҆ҩҴңҭңҴҤ҄ү҉ Computer Forensics, Ҵ҃ҥӂҖӥңҴҍҸӆ҉ҭҧҳ҃ҒҴқҙҴ҉̓үңҠҶҩҾҗүҥӨҿҧҲ
Ҿҙ҆қҶ҆҃ҴҥҙӋҴ Computer forensic җҴңҿҜҜҙҷӆҞһӥҾҌҷӆҤҩҌҴҏҝҐҶҜҳҗҶ ҾҠҹӆүӁҭӥҞһӥҾ҄ӥҴүҜҥңӂҖӥҥҳҜ҆ҩҴңҥһӥ
ҾҠҹӆүҊҲӂҖӥҩҴ҉ҿҞқҾҗҥҷҤңҥҳҜңҹү҃ҳҜҾҭҗҺ҃ҴҥҕӨҙҷӆүҴҊҊҲҾҝӅқҢҳҤ҆Һ҃҆ҴңҊҴ҃Ӏҧ҃ӂҍҾҜүҥӨ ҿҧҲүҜҥң҃Ҵҥ
ӁҌӥҾҙ̓ қҶ̓҃ҴҥҙӋҴ Computer Forensics ҾҠҹӆүӁҭӥҬҴңҴҥҘҾ҃ӅҜҥҳ҃ҫҴ҄ӥүңһҧӂҖӥүҤӤҴ҉Ҙһ҃ҩҶҚҷ 

 

��       ҥҲҖҳҜ҄ү҉ҭҧҳ҃Ҭһҗҥ  

Ҡқҳ҃҉Ҵқ IT ҄ү҉ү҉҆Ө҃ҥҗӤҴ҉ӄҙҷӆҤҳ҉ӂңӤңҷ҆ҩҴңҥһӥҾ҃ҷӆҤҩ҃ҳҜ҃ҴҥҙӋҴ Computer Forensics ҿҧҲ Ҿҙ҆қҶ҆
҃ҴҥҙӋҴ Computer Forensics ҾҜҹӇү҉җӥқ 
 

 

 

 

Orion Investigations Ýú­ÚČóÕ­óÚ Computer Forensics ĂÚÜäñÿØéăØãāÕãÝú­ÿËöćãèËóÎØòĈÈËóèăØãĀæñÖ¬óÈÜäñÿØé 

ҭҧҳ҃ҬһҗҥқҷӇҙҳӇ҉ҢҴ҆ҙҦҫҐҷҿҧҲҝҐҶҜҳҗҶӂҖӥҥҳҜ҃Ҵҥүү҃ҿҜҜ
ӀҖҤҞһӥҾҌҷӆҤҩҌҴҏҿҧҲңҷҝҥҲҬҜ҃ҴҥҕӨүҤӤҴ҉Ҭһ҉ҙҴ҉ҖӥҴқ҃Ҵҥ
ҠҶҬһҊқӨҭҧҳ҃ҒҴқҙҴ҉ҖҶҊҶҗүҧ (digital forensic) ҍҸӆ҉
ҞһӥҾҌҷӆҤҩҌҴҏҾ̓ҤҾҝӅқүҖҷҗҗӋҴҥҩҊҊҴ҃ҝҥҲҾҙҪүҳ҉҃Ҧҫ ңҷ
ҝҥҲҬҜ҃ҴҥҕӨҗҥ҉ ҖӥҴқ Digital Forensics ҿҧҲңҷ
ҝҥҲҬҜ҃ҴҥҕӨӁқ҃ҴҥҾҝӅқҩҶҙҤҴ҃ҥҊҳҖүҜҥңӁҭӥ҃ҳҜ
ҭқӤҩҤ҉ҴқҗӤҴ҉ӄ ҙҳӇ҉ҢҴ̓ ҥҳҒ ҾҌӤқҬӋҴқҳ҃҉ҴқҗӋҴҥҩҊ
ҿҭӤ҉ҌҴҗҶ ҿҧҲҾү҃Ҍқ ҙҳӇ҉Ӂқ үҳ҉҃Ҧҫ ҤҺӀҥҝ ҿҧҲҝҥҲҾҙҪ
ӂҙҤҾҝӅқҾҩҧҴ҃ҩӤҴ 12 ҝҷ 

   

Computer Forensics Awareness  & I ncident Response training For IT Staff 
-One Day Course- 

ìæòÂëúÖäÞ÷ÂîÛäâÅèóâëČóÅòÎÃîÈÂóäØČó Computer forensics ĀæñÂóäÖîÛëÚîÈÖ¬îÿìÖùÂóäÔ°ØöćÿÂõÕÃ÷ĈÚ 


